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Write Protection

1. Introduction
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This document describes the write protection function of serial flash memory. In this document, functions are
described based on the W25Q16DV product (see Rev. G), but in the end, please confirm the status bits used for
the protection area and protection in the product data sheet to be used.

2. Explanation of /WP pin function
PUTNT Ty va Y —IZE, N RV =T L LTWPIRF23 0 £3,  (Fadim-Ald 2 2 s

WET, )

The serial flash memory has / WP terminal as hardware terminal. (Please refer to the following pin
configuration.)

8-pin SOIC
ICS 1 8 VCC
DO (I01) |2 7| /HOLD (103)
GND |4 5| DI (100)

Note: /WP=Write Protect Input
IWP 3574, AEV—T LA FHIZN T 57272 MEEETIEBH VEEA, TITNTTvvarAE]—
DATFT—HA LIYAH By bk SRPLOIEMWP UG OIRIEIZTAT —H A LURAZ~OEZALET T
7 MY T s M AOERRIZR D £7,

The / WP pin is not a protection function for the memory array area. It is a function to protect/unprotect the
writing to the status register according to the status of the status register bit SRP [1: 0] and / WP pin of serial
flash memory.
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7.1.7 Status Register Protect (SRP1, SRP0) [Refer datasheet page 15]

SRP1 | SRPO | /WP Sta_tus Description
Register
WP i - CORIEAT,  AT—HA L IYAXL, Write Enable =
. , § Software | ¥ R (WEL=1)EX AL ZEAHES (L) |
Protection /WP pin has no control. The Status Register can be written to after a
Write Enable instruction, WEL=1. [Factory Default]
/WP SR "L"DRf, AT —H A LYAX I v 7 i, EXIALN
0 L 0 Hardware | HIZR780,
Protected When /WP pin is low the Status Register locked and cannot be written
to.
WP S R"H D, AT —Z A LYRXIToay 7 ThHY,
Hardware W”te Enable o< }‘\"?& (WELZI)%% 3&2}?6 $7j§ Hj;'% é °
0 1 1
Unprotected When /WP pin is high the Status Register is unlocked and can be
written to after Write Enable instruction, WEL=1.

3. Explanation of Memory Array Protection Method

ZITE AFV =T LAHBICH T2 70T 7 OFECOWTRRLET, AFV—7 LA HE~DOE
XiABE T T N DHITIE, AT—HX A LT AHXD Block Protect Bits BP[2:0] '~ h&fFHL T e s 7 b
ERELET,  MIHIRE (AR X, 70" (Fr7 27 hShiThERA), AEV—T LA fEKOT a7
JIZEAT AT =2 A LYRAZ v M, M SEC, TB, CMP vy F23% Y £7°, 7.1.11 status Register
Memory Protection [7— % 2 — F 17 X— VLI TH By FOIRBEIC L Y EOFEENA T 0T 7 F I D 0RIC
o THNET, FRICT—Z Y — b0 H R E R~ LET,

This section describes how to protect memory array areas. To protect writes to the memory array area, use the
Block Protect Bits BP [2: 0] bits in the status register to set protection. The initial state (factory default) is “0” (not
protected). Other status register bits related to memory array area protection are SEC, TB and CMP bits. 7.1.11
status Register Memory Protection [Data sheet page 17 and later] shows which area is protected depending on
the status of each bit. Below is a partial excerpt from the data sheet.

ANO0000016 [2] Publication Date: August 7, 2019 Revision 2.0




winbond
Winbond Electronics Corporation APPLICATION NOTE

Write Protection

7.1.11 Status Register Memory Protection |(CMP = 0)

STATUS REGISTER" W25Q16DV (16M-BIT) MEMORY PROTECTION®

Sec | T8 |BP2 BP1|BPO| "B0Ckis) | ADDRESSES | DENSITY | PORTION®
X X 0 0 0 NONE NONE NONE NONE
0 0 0 0 1 31 1F0000h — 1FFFFFh 64KB Upper 1/32
0 0 0 1 0 30 and 31 1E0000h — 1FFFFFh 128KB Upper 1/16
0 0 0 1 1 28 thru 31 1C0000h — 1FFFFFh 256KB Upper 1/8
0 0 1 0 0 24 thru 31 180000h — 1FFFFFh 512KB Upper 1/4
0 0 1 0 1 16 thru 31 100000h — 1FFFFFh 1MB Upper 1/2
0 1 0 0 1 0 000000h — 00FFFFh 64KB Lower 1/32
0 1 0 1 0 0and 1 000000h — 01FFFFh 128KB Lower 1/16
0 1 0 1 1 0 thru 3 000000h — 03FFFFh 256KB Lower 1/8
0 1 1 0 0 0thru7 000000h — O7FFFFh 512KB Lower 1/4
0 1 1 0 1 0 thru 15 000000h — OFFFFFh 1MB Lower 1/2
X X 1 1 X 0 thru 31 000000h — 1FFFFFh 2MB ALL
1 0 0 0 1 31 1FF000h — 1FFFFFh 4KB U-1/512
1 0 0 1 0 31 1FEQQCh — 1FFFFFh 8KB U—1/256
1 0 0 1 1 31 1FC000h — 1FFFFFh 16KB U-1/128
1 0 1 0 X 31 1F8000h — 1FFFFFh 32KB U-1/64
1 1 0 0 1 0 000000h — D00FFFh 4KB L—1/512
1 1 0 1 0 0 000000h — 001FFFh 8KB L —1/256
1 1 0 1 1 0 000000h — 003FFFh 16KB L—1/128
1 1 1 0 X 0 000000h — 007FFFh 32KB L - 1/64
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4. Status Register
VUTNT T2 AT =l UTOARAT—H A LIURAPHEINLTHET, AKRF2AFD

BAAICHTS o8y F T,

The serial flash memory has the following status registers. It is a bit that appears in the explanation of this

document.
Status Register-1
S7 S6 S5 S4 S3 S2 S1 SO
SRPO SEC B BP2 BP1 BP1 WEL BUSY
Hitiis 0 0 0 0 0 0 ; ;
(Default)
Status Register-2
S15 S14 S13 S12 S11 S10 S9 S8
SUus | CMP | LB3 LB2 LB1 (R) QE SRP1 |
Hitis ; 0 0 0 0 ; 0 0
(Default)

[ ] AF—¥2 LIRZ~OTuT s MERCEHATIE Y R
Bit used to protect the Status Register

I:l A —TF LA ~D T 0T 7 NEERTAE Y b
Bit used to protect memory array area

ERAT =2 A LIRIADEZRART, UTFOa~xy R L TEEEZTNET,

O FIERMAEWDO AT —H A LIURAZ By h~DEXIAR
» Write Enable (06h) + Write Status Register (01h)

o HRMEMD AT —Z A LIYZAE By hADEX AR
» Write Enable for Volatile Status Register (50h) + Write Status Register (01h)

) BIRAZICTHBEOZRT—Z 2 LYY By hOfEIZEbiv, REIEREA VEHIIIREBEED 2T
—H A LVRARZ By bOEREr—RFEINET,
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UToHEEY, HEITnT 7 MREBEZEFEIND X ORI AT AR EE L TUEL, AEFEMEFERO X T —
SR LURS Ey%%7H77FhmﬁL£%L\%@¢iﬁ%@ﬁ@®2?“ﬁx LY Ev b
IC K OEEZHERE L £,

o RELEMEOEM  AHEEREME > b (10ms)vs HREMEE Y - (50ns)
o EXWZEEOMEI (A TV =BT LA REEICEXHZ [ 100K D7=0D)

To write to the above Status Register, use the following command to make change.

® Write to the Status Register bit of the non-volatile area
»  Write Enable (06h) + Write Status Register (01h)

® Write to the Status Register bit of the volatile area
» Write Enable for Volatile Status Register (50h) + Write Status Register (01h)

Note: The value of volatile Status Register bit is lost at power off, and the value of non-volatile status register
bits are reloaded at next power on.

From the following, in a system where the protection status is frequently changed, the status register bit of
non-volatile area is set to protection and power-on, and it is recommended to change the status register bit
of volatile area during operation.

¢ Reduced configuration change time  Non-volatile bit (10ms) vs Volatile bit (50ns)
e Reduction in the number of rewrites (because the number of rewrite is 100K as well as the memory cell
array)

5. Another Write Protect method using Individual Block Locks
W25Q-JV o U — XK T W25Q-FW/JW U — X2 C Individual Block Locks Z{# i L CHID 7 v 7 b7k
gt LCnEd, AT7T—FRX L URH 3 (Tl TiX 256Mb Ofl) 2H25H WPS By AL TAEY
—T7 LA O T T 7 N EERELET,

In the W25Q-JV series and W25Q-FW / JW series, we offer another protection method using Individual Block
Locks. Use the WPS bit in Status Register 3 (below is an example of 256Mb) to determine how to protect the
memory array area.
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Status Register-3

s23 S22 S21 S20 S19 S18 S17 S16
HOLD 1 prvi DRVO (R) (R) WPS ADP ADS
RST
i 0 1 1 0 0 0 0 ;
(Default)

WPS=0: CMP,TB,BP[30]t'y FaH L CAEY —7 LA OEDOEKE 7T 7 hLET,
Use CMP, TB, BP[3:0] bits to protect specific area of memory array.
WPS=1: 7u7 7 FO7bIfEili7 ey 7 my 7 28 LET,

Use Individual Block Lock for protection.

TREIZ 256Mb D54 @ Individual Block/Sector Locks Z7r L E9, %4 64KB 7 v 7 (LEEE FEO 7 0 v
7 &R AFB10 7 r Yy 7)) BIORES/ FH7 Yy 7 NOK 4KB &2 ¥ — (§EF3217 %—) 12X, #R7
2y /a7y MREHISNTWET, By 7By RV0ODEE, e T 5872 —F7id7 ey 7 &2HE
i?‘_ I AHKET, By By PWTICRESNTVWDASA, ST 25874 —F7mid7 v v 7123

ITSNTWEEEL T T 0 77 amBidBHEINET, 7 ZAOERNPA I D L, RTOfR7r vy 7R
“/7 By RN 5720, ATV =T LA RBIEKNHEE/ Tl T LA ORESNET, BFEDOE I X —FT-1%
Ty s Eay 7Rt %121, Tindividual Block Unlock (39h) | s B 23T 2 LERNH Y 7,

The following shows Individual Block/Sector Locks for 256Mb. Each 64KB block (except the top and bottom
blocks, total of 510 blocks) and each 4KB sector within the top/bottom blocks (total of 32 sectors) are equipped
with an Individual Block Lock bit. When the lock bit is 0, the corresponding sector or block can be erased or
programmed; when the lock bit is set to 1, Erase or Program instructions issued to the corresponding sector or
block will be ignored. When the device is powered on, all Individual Block Lock bits will be 1, so the entire
memory array is protected from Erase/Program. An “Individual Block Unlock (39h)” instruction must be issued to
unlock any specific sector or block.
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Block 511

Block O

(64KB)

(64KB)

Sector 15 (4KB)

Sector 14 (4KB)

®
Sector 1 (4KB)

Sector 0 (4KB)

Block 510 (64KB)

Block 1 (64KB)

Sector 15 (4KB)

Sector 14 (4KB)
o

o
Sector 1 (4KB)

Sector 0 (4KB)

[7]

| Individual Block Locks:

32 Sectors (Top/Bottom)
+ 512 Blocks

Individual Block Lock:
36h + Address

Individual Block Unlock:
39h + Address

Read Block Lock:
3Dh + Address

Global Block Lock:
7Eh

Global Block Unlock:
98h
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Revision History

Version Date Page Description
A 09/12/2014 Initial Release
1.0 10/19//2017 NA Changed Format
All Added an English
2.0 08/07/2019 5 Added Individual Block/Sector Protection Feature
Trademarks

Winbond, SpiFlash and SpiStack are trademarks of Winbond Electronics Corporation.
All other marks are the property of their respective owner.

Im

portant Notice

Winbond products are not designed, intended, authorized or warranted for use as components in systems or
equipment intended for surgical implantation, atomic energy control instruments, airplane or spaceship
instruments, transportation instruments, traffic signal instruments, combustion control instruments, or for other
applications intended to support or sustain life. Furthermore, Winbond products are not intended for applications
wherein failure of Winbond products could result or lead to a situation wherein personal injury, death or severe
property or environmental damage could occur. Winbond customers using or selling these products for use in
such applications do so at their own risk and agree to fully indemnify Winbond for any damages resulting from
such improper use or sales.

Information in this document is provided solely in connection with Winbond products. Winbond reserves the right
to make changes, corrections, modifications or improvements to this document and the products and services

described herein at any time, without notice.

ANO0000016

[8]

Publication Date: August 7, 2019 Revision 2.0



